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Unified IT Observability Software Solution ThoughtData Advantage
Agentless Monitoring | Deploy Anywhere | Integrations to ITSM/SIEM
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Unified Observability Platform — Use Cases Coverage

User Experience-

App Failures:-

Business
Services
Performance

Transaction Tracing,

External API,
Performance

Link Performance -

—— Threat Detection
—— Threat Investigation

. Threat Evidence

SIEM Integration

—— Server Performance

———e Devices Performance

| 2
Bandwidth Issues e c’}'\\} o
O O
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Capacity Planning, %, O fz?\ @rb

Dy T NS
% & &
o
Network Issues Co R

|, Synthetic Tests

.Cloud Infra Performance




Network
Monitoring

Packet based Layer
2-7
Traffic Monitoring

Application
Monitoring

APM agent based
monitoring for Java,
NodelS, Golang,
Python etc Apps

'%ThoughtData

ENTERPRISE360
Unified IT Observability Coverage

Infrastructure
Monitoring

Server Monitoring
using remote

SSH/WMI/SNMP or
Agent

Threat
Monitoring

MITRE ATT&CK

framework threat
detection &
investigation

Cloud
Monitoring

Public cloud infra
monitoring
(AWS, Azure, GCP etc)

Integrations

ITSM Integration
(Servicenow, Jira etc)

SNMP based
device monitoring
(Any device/MIB)

Database Monitoring
(ES, MySQL, Mongo,
Maria DB etc)

Disk/Storage
Monitoring

DDoS threat
detection &
investigation

Cloud DB Services
Monitoring(ES, MySQL,
MongoDB etc)

SIEM Integrations

App-specific
monitors
(HTTP/s, DNS etc)

Real User
Monitoring(RUM)
Rest APl Monitoring

Virtual Infra
Monitoring
(Vmware ESXI)

Reputation threats
using Stix/Taxii

Serverless Function
Monitoring(Beta)

Bl Tools
Integrations(Power BI,
Grafana etc)

Device specialized
NPM monitors
(Cisco, Vmware etc)

Docker Monitoring
SAP Monitoring
Thread Dump Analysis

Synthetic Test

Monitoring
(Any HTTP/s URL)

Network Anomalies

AWS Cloud Watch,
Azure Monitor
GCP Monitor

Automation
Integrations

VPN Monitoring
Network Maps

Custom app specific
log monitoring
JVM/IMX Monitoring

Network Devices
Monitoring
Routers/Switches etc

Certificate Threats &
Network Risks

Cloud API
Monitoring

Alert/Report
Integrations(Email,
Teams, Slack etc)
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Business Service Health & Performance

Monitoring Dashboard
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' 88 SAP Dashboard # <« i B o = @ Lastéhours v @Q o

ENTERPRISE360 - Business Service Health Dashboard

Press ‘ Fi1 \ to exit full screen
Service Name All v —

Q = SAP Health i SAP Performance =z DB Health i DB Performance = SAP SSL Health Impacted Users and Exceptions
+ Failures Latency lssues Exceptions
N 0 4 6
oo
@ Alerts
g Failing DB Queries alert
=R 3 for 3 days
#Transactions v percentage v #Transactions percentage #Transactions ¥ percentage v #Transactions percentage #Transactions v percentage v
{:6} - Success 1180K 100.00% Bad 10 0.01% - Success 230K 99.85% Bad 0 0.00% - Success 263 K 100.00%
Failures 0 0.00% - Good 1180K 99.99% Failures 355 0.15% - Good 230K 100.00% - Failure 4 0.00%
Failing URLs URLs with bad performance Failing DB Queries DB Activity by User SAP SSL Layer Latency over time SAP Exceptions by Type
1 3s 2 5 100 s 100 Mil 20
25 4 758 —f1— - 75 Mil V. AWAV-I VAV s :
oo 3 Ll ’ || | 10 —y
50s {411 i 50 Mil
No data 1s 1 o ' H H 1
500 ms g It 7 ] 25s i IMA | W ’;'"( | 25 Mil 5 = A ! ' il i
\ pp———y | 1“ [ Aat | A\ \ n ] l . .
Oms 0 Lyl I s = Ous &Q{\T{I{L\\ﬂ/"\ \7,!’,;/\‘ | A «/,. . 0 0! il Ll I 44 Al £ 17
08:00 10:00 12:00 08:00 10:00 1200 08:00 10:00 12-:00 08:00 10:00 12:00
— hittps//192.168.1.19:40000/sid/sld0100.svc/L 0 — Rathumani-Add — Bnalugwa-Add — AVgNRT — Peak NRT — Avg SRT - com.sap.businessone.odatadj.enhance.OData
0 — hitps//192.168.1.19:40000/sld/sld0100.svc/<) 08:00 10:00 12:00 — Dmpande-Add — Gkiconco-Add — Peak SRT Peak CRT Peak CRT — com.sap.db.jdbc.exceptions.JDBCDriverExcep'|
08:00 10:00 1200 — hitps//192.168.1.19:40000/ssob1s/ — SET SCHEMA "CGTZ_TEST" Jmartin-Add Rvelji-Add Avg ART Peak ART #Connections — java.lang.RuntimeException
Infra Health Infra Issues Devices Down History DB Queries with bad performance SAP SSL Layer Errors over time SAP Exceptions by URL
1 No data 1ms 3 30
VAN AN A
‘||‘l _\‘/ A% \',
20 ¥ Y |
2 -
No data /// 10 A\ A A .
//’
e L ﬁi
0 08:00 10:00 12:00
#Down percentage gco 300 30 0 — hittps//192.168.1.19:40000/sid/sid0100.sve/St
— DOWN 0 0.00% — CPU-90% Above — Mem-90% Above 0ms Ll L e — hittps//192.168.1.19:40000/sid/sami2/idp/sso
— UP 2 100.00% — Disk-90% Above e RU80 gese — Server Fatal unexpected_termination — hitps://192.168.1.19:40000/sso0b1s/sami2/sp/:

Use Cases
Real time and historical health and performance of your business critical service in one single dashboard

Get visibility into App, Database, Network, Infra Issues in one dashboard
Customize your dashboard according to your team needs — Sample illustration example for SAP business service
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Application Performance Monitoring(APM)
Workflows



APM

Yud ThoughtData

ENTERPRISE360
APM Coverage

Capability to have a custom dashboard to monitor health and performance of a entire business service with real time visibility into health
and performance of each application, dependent application, database and infrastructure associated with the application

2 APM Capability to visualize, track and investigate each application transaction per web URL with key performance indicators like errors, latency
Capability to visualize, track and investigate each application sub transactions per web URL - all the way upto middleware to database layers

3 APM with key performance indicators like errors and latency

4 APM Capability to monitor health and performance of applications built on Java, Node JS, Golang, Python etc based application frameworks

5 APM Capability to monitor health and performance web applications like tomcat, apache, nginx etc

6 APM Capability to monitor non standard applications running in the network

7 APM Capability to monitor application specific logs derived from application servers

8 APM Capability to monitor all external APl and dependent application calls and track their performance end to end

9 APM Capability to monitor JVM/JMX metrics to ascertain the performance, resource constraints and issues

10 RUM Capability to monitor user experience of web based application using real user monitoring technology(RUM)

11 APl Monitoring Capability to monitor any rest APl using http/https URL

12 DB Monitoring Capability to monitor databases like SQL, MYSQL, MariaDB, MongoDB, Elasticsearch, HANA DB etc with detailed KPIs

13 Thread Dump Monitoring [Capability to monitor thread dump on application server with visibility into deadlock and other conditions per process

14 Stack Trace Monitoring  |Capability to remotely extract stack trace for application processes

SAP Monitoring

Capability to monitor SAP business application end to end with customized monitoring

Synthetic Tests

Capability to monitor Synthetic tests for any web based application with customizable HTTP/HTTPs URLs

DB Monitoring

Capability to monitor each database query and query performance

Alerts and Reports

Alert on any metric on any dimension on any chart, Get Alerts on email, slack, teams etc, auto generate tickets using service now etc
Setup and generate adhoc and scheduled reports on any dashboard. Get CSV report with data to play around in excel format
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88 SAP Health & Performance & <3

Ya

Service Name All v Host Name All v Server IP
Q SAP Health
+ _ tf-.'*" —— 9
& K - L ‘<_
oo LOREs o B *
oo A ) N
\ 0 i ])1
®
- =T :,,:1"
e \‘-.— = '
#Transactions v percentage v
@ - Success 151K 99.96%
Failures 6 0.04%
SAP Top Users
é".
T
#Transactions percentage
- 827 15.69%
- 610 11.57%
- 600 11.38%
— 597 11.32%
URI user

[sld/sami2/idp/sso VIO
/sap/sbo/cockpit/api/dashboard/detail/-25 v

/sap/sbo/cockpit/api/kpi/detail/-44 MESHTTUWE
/sap/sbo/cockpit/api/dashboard/detail/-10 BT vt
/sap/sbo/cockpit/api/kpi/detail/-43 =SS

Use Cases

Per URL transaction tracing
Dri
Dri
Dri

All v User All ~ Filter RS
Users with failures
3
2
1
0
16:00 00:00
— Jahabwe — Masiimwe — Pmani
Users facing bad performance
800 ms
600 ms
400 ms
200 ms
Ooms
00
Wik — 3t . s
‘man
Result #Spans #DB-Add
success 21
success 0
success 0
success 0
success 0

08:00

#DB-Del

ks B & &

@ Last24hours ~ @ Y | v

Press | F11 | to exit full screen
DB Activity by User Failing transactions ~ Exception Type and Causes
20 3 1
15
2
No data
10
1
5
: | : i
16:00 00:00 08:00 16:00 00:00 08:00 0 | | |
— #Rows Added — #Rows Deleted — #Rows Updated — GET unknown route 16:00 00:00 08:00
GET unknown route
Transactions with bad performance Transa Users performing DB Deletes
800 ms 200
-y,
600 ms 150 ’ % ‘
e
400 ms 100 ; , jt ' '
W TS -
200 ms 50 i'l “ \ { W\_"“j #Transactions percentag(
. . J\, ; | — ommugw: 9 15529
Oms 0 -_— 9 15.52°
16:00 00:00 08:00 16:00 00:00 08:00 - 9 15.529
— GET unknown route — SSOServiet#doPost — ugsrv S 6 10.34%
APM Transactions with Response Time
#DB-Upd Avg Latency ¥ Transaction Hostnam Type DNS Name Framew
2 SsOServiet#doPost  ugsrv request 192.168.1.19  Serviet,
0 _ GET unknown route ugsrv request 192.168.1.19 Servlet.
o 2693 GET unknow -
e — e cermoon 25100y RROtODIFEGLOF
o I 43871ms  GET unknown route uasrv request 192.168.1.19 Servlet .

down to see sub transactions and their individual performance
down to see all database queries and their performance
down to see all external API transactions and their performance



ENTERPRISE360 - App Transaction Tracing

& |8

' 88 APM Span ¢ <3

Transaction ID  e4fcc769bebe909a v

ServiceName  Allv

Filters

< () 2022-11-30 09:28:16 to 2022-11-30 15:28:16 ~ | >

Q Call Flow ~
+
4599d9e98b31e020

oo

oo Started at: 2022-11-30 15:05:50

@ Ended at: 2022-11-30 15:05:50 =

0.00722412109375 seconds

9 SELECT FROM UserStore

@} I 0.001 s'econds 0.003 sleconds 0.005 sreconds 0.007 s'econds 0.009 s'econds 0.011 s'econds 0.013 s]econds 0.015 s'econds 0.017 sleconds 0.019 sleconds 0.021 sleconds 0.023 s‘econds 0.025 sreconds 0.027 sleconds 0.029 s:econds 0.031 slet

O APM Spans with Response Time

ts Transaction Name Avg Transaction Duration ¥ Transaction Type 1D Destination service Parent 1D Result Transaction Action transaction.

11/30/2022, 15:05:5.. SELECT FROM UserStore | 722ms db 4599d9e98b31e020 edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5.. INSERT INTO SAML2IDPCONFIG | 1.29ms db afc9eb239633255¢ edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5... INSERT INTO SAML2IDPSESSION | 0.88ms db 5d0a9da7544673f8 edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5.. SELECT FROM DUMMY | 084ms db 52fd388ea2eS5ealb e4fcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5.. SELECT FROM DUMMY | 0.80ms db 2cce8fdbed77d3e8 edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5... UPDATE SAML2IDPSESSION | 0.77ms db 4a2fc8a%eed127ac edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5.. SELECT FROM DUMMY | 0.76ms db 63e760f0d4c6e3d1 edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5.. SELECT FROM DUMMY | 0.65ms db 4a87350ffb94e05d edfcc769bebe909a success query edfcc769be
11/30/2022, 15:05:5.. UPDATE SAML2IDPCONFIG | 0.65ms db fO4ebb6c1a4a8817 edfcc769bebe909%a success query edfcc769be
11/30/2022, 15:05:5.. SELECT FROM DUMMY | 063ms db aa09b1486c4b196e edfcc769bebed09a success query edfcc769be
11/30/2022, 15:05:5.. SELECT FROM DUMMY | 059ms db d9a2a81ele/fa2e8 edfcc769bebe909a success query edfcc769be

Trace and investigate each app transaction, get visibility into sub transactions and call flow diagram
Get visibility into all database queries, middleware transactions and also external API calls



ENTERPRISE360 - App Exceptions Monitor

' 92 APM Error &% <& {8 = @lLastthour v Q & «~
Service  All v Agent  All v TransactionID | Allv HostName @ All v
Q #APM Errors Error by Service Error by Agent Error by Exception Type Error by Request Type Errors over time per Service
- 10.0 1.0 20

oo
oo

;2 h g5 No data =
2 T Vo 0 b
4 8 8 o WH we wm sm S0 8 g At

@
o e 7 g'::zxmsz:ﬁﬁx::gz:::mm 0 1430 1440 1450 1500 1510 1520
— Cargen_Sap_Bootstrap - v 488 A Iann p"'nﬁm;nmnﬁm' 1430 1440 1450 1500 1510 1520 — Cargen_Sap_Bootstrap

@ APM Errors -

O Exception Type Service Process context.request. method.keyword context.response.status_code exception.message.keyword #lransactions
java.lang.RuntimeException java POST 0 The password is expired. Please change your... 126
com.sap.security.sami2 lib.common.SAML2.. java POST 0 Failed to extract SOAP envelope from the me... 6
com.sap.db.jdbc.exceptions.JDBCDriverExce.. java POST 0 SAP DBTech JDBC: [362] (at 11): invalid sche... 118
com.sap.businessone.odata4j.enhance.ODat.. java POST 0 null 179

Use Cases
Detect and investigate each exception on your application
Get visibility to stack trace and also threat dump analysis
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88 Java Performance Dashboard <% <=8

HostMame mv-grafana-dev-2 ~ Service All ~

JVM Memory Heap Memory Stats - System

572 MiB

477 MIB
381 MIB
286 MIB

191 MIiB

95 MIB

oB
14:30 14:40 14:50 15:00 1510 15:20

Max samples_ jvm.memory heap committed.value — Max samples jvm.memory heap. max value

— Max samples_jym.memory_heap used.value

JVM Thread Count Stats - System

109.5
109.0  EE—
/ %,
/ 9
s A
108.5 v N
i M,

! k
108.0 r \‘\—
107.5

14:30 14:40 14:50 15:00 1510 15:20

Max samples.jvm.thread.count.value
JVM Memory Heap Pool Stats -Eden Space
1.08B
058
(1] :]
-0.58

-1.0B
14:30 14:40 14:50 15:00 1510 15220

Average samples_ jvim.memory. heap. pool.committed value
— Axverage samples. jvm.memory.heap. pool.max.value
— Average samples jvim.memory.heap. pool used value

Use Cases

JVM Memory Non Heap Memory Stals - System

1971 MiB

143 MIB

95 MiB
48 MiB
oB

14:30 14:40 14:50 15:00 1510 15220

Max samples_jvm.memory.non_heap.committed.value
— Max samples_ jym.memory.non_heap.max.value — Max samples jvym.memory.non_heap. used.value

JVM CPU Usage Stals - System

5.00%

0%
14:30 14:40 14:50 15:00 1510 15:20

Average samples. system cpu total.norm.pct value
— Average samples.system.process.cpu.total.norm.pct.value

JVM Memory Heap Pool Stats - Survivor Space
1.0B
05B
0B
-0.5B

-1.0B
14:30 14:40 14:50 15:00 1510 15:20

Average samples_ jvim.memory.heap. pool.committed value
— Average samples. jvm.memory. heap.pool.max.value
— Average samples_ jym.memory. heap. pool.used value

Get visibility performance of JVM/JIMX on your Java processes

Investigate performance bottlenecks in JVM which can impact your app

Dashboard

ihi+ | B eH = ™ Last1 hour ~ &)
JVM GC Alloc Stats - System
186 GiB
140 GiB
93 GiB
A7 GiB
DB
14:30 14:40 14:50 15:00 1510
Max samples_ jvm.gc.alloc value
JVM Memory Usage Stals - System
9.3 GiB
70GB — : — _
4.7 GiB
2.3 GiB
0B
14:30 14:40 14:50 15:00 1510
Max samples.systemn.memory.actual free.value — Max samples.system.memory.iotal.value

— Max samples_system_process. memory.size value
Max samples.system. process.cgroup.memory.mem.usage.bytes value

JVM Memory Heap Pool Stats - 0ld Gen
1.0B
05B
0B
-0.5B

-1.0B
14:30 14:40 14:50 15:00 1510

Average samples_ jvim.memory. heap. pool.committed value
— Axverage samples. jvm.memory. heap.pool.max.value
— Average samples jvm.memaory. heap. pool.used value

performance

15220

15:20

15220
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Infrastructure Performance Monitoring(IPM)

Workflows



Infrastructure Monitoring

ThoughtData
ENTERPRISE360

IPM Coverage

Holistic view of entire IT infrastructure in one single dashboard with status of devices and devices running into infrastructure
problems along with alerts

Infrastructure Monitoring

Monitor all critical servers/devices in the network remotely without needing to install any software agents on the servers or devices

Infrastructure Monitoring

Monitor all critical servers and devices using agents where remote monitoring is not feasible or available

Infrastructure Monitoring

All credentials used for monitoring infrastructure are TLS encrypted and stored in the solution — no risk of breach

Infrastructure Monitoring

Choose between SSH/WMI/SNMP for remote infrastructure monitoring depending on type of server

Server Health Monitor

Auto detect server configurations like server name, OS, vendor, #CPU, total memory and disk space configured on the server

Server Health Monitor

Visualize resources usage on each server like CPU utilization per cpu, memory usage, free memory, swap memory, network 1/0, disk
/O, network latency per interface

Server Health Monitor

Visualize per process resources usage on each server like CPU utilization per cpu, memory usage, free memory, swap memory,
network |/O, disk I/0, network latency per process

Server Health Monitor

Monitor disk usage by file system, partition and also per mount points

Vmware ESX|I Monitor

Monitor overall resources of Vmware EXSI host like cpu, memory, disk /0, network 1/0

Vmware ESX|I Monitor

Monitor resources of Vmware EXSI host like cpu, memory, disk I/O, network |I/O per process on the EXSI host

Vmware ESX|I Monitor

Monitor data stores configured and used in the Vmware EXSI host

Device specific infra monitoring

Monitor device specific common resources like power supply, fan, voltage etc

Device specific infra monitoring

Monitor device specific infrastructure resources usage using vendors specific MIBS over SNMP

Cisco Monitor

Monitor health of all Cisco devices like router, switches, firewalls, access points etc. Get visibility into cpu, memory, disk 1/0,
network |/O on each device and also device specific hardware health

Alerts and Reports

Alert on any metric on any dimension on any chart, Get Alerts on email, slack, teams etc, auto generate tickets using service now
Setup and generate adhoc and scheduled reports on any dashboard. Get CSV report with data to play around in excel format

Customizable Monitors

For any device which supports SNMP
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88 Infrastructure Health - Summary ¢ <3

Group | Allv
Q Devices Status(Real Time)
.+.
ag Monitored Down
"~ 238 23 2
@
.

@z CPU Utilization(>90%)
{3
O

£ Disk 10 Performance(>50%)
Use Cases

15

Devices Down History

Device IP Down since ¥
102.168.30.11 2022-11-29 12:56:21
172.22.48.36 2022-11-29 01:20:00
172.22.48.33 2022-11-29 01:19:55
Devices with >90% CPU Util
3
2
1
0 |
11/29 11/29 11/29
#Devi((:)gsw 08:00 16:00

Devices with >50% Disk 1/0

30
20
10 | i
11/29 11/29 11/29
.00:00 08:00 16:00
#Devices

O N & OV @

Devices Status Trend
;
A_AJALMJ Il \
11/29 00:00 11/29 08:00 11/29 16:00
Down — Up
Memory Utilization(>95%)
6
4
2
0
Network Bandwidth(>50M)
1
0

Overall view of device health summary in IT network
Devices UP/Down Status. Devices running into CPU, Mem, Storage, Disk 1/0, Network I/O issues
Device based resource usage alerts

Instrumentation

SNMP

209 4

Devices with >95% Mem Util
\ | 1L
| ! 11 | |

! ! | |
11/29 11/29 11/29
#Deviggéoo 08:00 16:00

Devices with >50M Net B/W
11/29 11/29 11/29
_00:00 08:00 16:00

#Devices

~

L7

&

Server Alerts(IS)

CPU Load Alert-IS

NG TOr 19 minutes

Storage Alert

¥ a day

Storage Utilization(>95%)

Network Latency(>500ms)

=

@ now-24htonow+10m v Q O

4D
O

Server Alerts(SNMP)
Memory Alert
ALERTING for 14 hours
Devices with >95% Stor Util
il
11/29 11/29 11/29
#Devi((:)gsw 08:00 16:00
Devices with >500ms Net RT
11/29 11/29 11/29
.00:00 08:00 16:00
#Devices
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Server Name | Allv ContaineriD @ All v ServerIP | All v

#CPUs Avg Cpu Util
+
. 32 4.16x
oo
@ Disk Size Total Disk Size Used

2.36TiB 1.54 18

Overall CPU Usage Over Time

100%

75%

25%

A SIS SESPNN ST TSR OSSNSO, TR SERERNREESNEES

Full Device Name

0%
11/2916:00 11/2920:00 11/3000:00 11/3004:00 11/3008:00 11/30 1200

— Average cpuUtil

Overall Memory Usage Over Time

300 GB

250 GB

200 GB

150 GB

=

11/30 08:00

100 GB "=

11/291600 11/2920:00 11/3000:00 11/30 04:00 11/30 1200

— Max totalMem — Max usedMem

Use Cases
Monitor each server health in detail

All v Fitter +

Peak Cpu Util Total Memory
2 291.99ai
14.00% .99 GiB
Avg Disk 1/0 Avg Net Latency
2.38 miB 946.98 s
Top Processes by CPU Usage
100%
75%
=)
g 50%
=
S
i 25%
Q8 = e e L e e o e
11/2916:00 11/2920:00 11/3000:00 171/300400 11/3008:00 11/301200
— gemu-system-x86 — hdbindexserver — bash — ps ssh (sd-pam) BackupUtility
EDFBackend X — Xvnc
Top Processes by Memory Usage
80 GB
& 60GB
&
o
£ 40GB
[
=
w 20GB
o
0 kB

11/291600 11/2920:00 11/3000:00 11/3004:00 11/3008:00 11/3012:00

— hdbindexserver — gemu-system-x86 -— hdbnameserver - hdbxsengine java

Xsuaaserver hdbcompileserve EDFBackend hdbwebdispaiche - sapwebdisp

{5} - @ now-24htonow+10m ~ @Q &)
Free Memory Peak Memory
142.51 ciB 109.08 cis
Avg Net I/O0 #Processes
4.317 miB 1274
Top Processes by Thread Count
800
600
400
20 S = ——— |
S 5 | S| S | E—
11/29 16:00 11/29 20:00 11/30 00:00 11/30 04:00 11/30 08:00 11/30 1200
— EDFBackend — java — hdbindexserver — hdbxsengine - hdbnameserver xscontroller
node gnome-shell xsuaaserver — hdbwebdispatche
Overall Swap Usage Over Time
80 GB
60 GB
40 GB
20GB
0kB -
11/2916:00 11/2920:00 11/3000:00 11/3004:00 11/30 08:00 11/30 1200

— Total Memory — Used Memory -— Free Memory

Resource usage: CPU, memory, storage, disk I/0, network I/O, process level performance & storage monitor
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Server Name es360-dev ~ Server IP All ~ Full Device Name All ~
Q Total Storage Usage Over Time across volumes
Total Disk Size - - 503 GiB
¥ Disk Size Usage
501 GiB — =
oo = f — =" . | ==
- i 9 9 7 9 . aoGB —— | — ) S e ¥ L— sl ==
T 4 GiB S
® I B S I 497 GiB
@ 11/29 20:00 11/30 00:00 11/30 04:00 11/30 08:00 11/30 12:00 11/30 16:00
g — Max usedSize
Top 10 Volumes by Size Disk Usage Over Time by Volume
Total 559 GiB
O — /dev/mapper/ubuntu—vg-ubuntu—iv 179TiB 466 GiB S T— —
— tmpfs 15.70 GiB 373 GiB
- udev 15.65GiB 779 GiB
- jdev/sda2 973.42 MiB §
186 GiB
93 GiB
0B
11/29 20:00 11/30 00:00 11/30 04:00 11/30 08:00 11/30 12:00 11/30 16:00
— Jdev/mapper/ubuntu—vgubuntu—iv — /dev/sda2 — tmpfs — udev
Top 10 Mount Points by Size Disk Usage Over Time by Mount Point
Total 559 GiB == =
— 179TiB
= /dev/shm 15.70 GiB 373 GiB
== /sys/fs/cgroup 15.70GiB
— /dev 15.65 GiB 186 GiB
w fTUN 3.14GiB
SSYRRARON 21300 oe 11/29 20:00 11/30 00:00 11/30 04:00 11/30 08:00 11/30 12:00 11/30 16:00
= /run/user/1003 3.14GiB < : ; 5
= 973.42 MiB — [/ — /boot — /run — /dev/shm — /dev — /run/lock — /runfuser/1000 — /run/user/1003
— Inmilack 500 MiR — /sys/fs/cgroup
Top 10 File System Types by Size Disk Usage Over Time by File System Type
Total percentage 569 GiB
-—extd 1.786 TiB 98% 466 GiB = — —
- tmpfs 15.7 GiB 1% 373 GiB
- devtmpfs 15.7 GiB 1% 279 GiB
186 GiB
93 GiB
0B
11729 20:00 11/30 00:00 11/30 04:00 11/30 08:00 11/30 12:00 11/30 16:00
— ext4 — tmpfs — devimpfs

Use Cases
Monitor storage on each server
Get visibility into storage usage on

mount points, file systems, partitions

Volume Name
/dev/mapper/ubuntu—vg-ubuntu...
tmpfs

udev

/dev/sda2

Mount Point Name
/

/dev/shm
/sys/fs/cgroup
/dev

Jrun

cH = () now-24h to now+10m
Aleris
No alerts
Total Usage by Volume

Max totalSize
1.786 TiB
15.7 GiB

15.7 GiB

973 MiB

Total Usage by Mount Point

Max totalSize
1.786 TiB
15.7 GiB
15.7 GiB
15.7 GiB

3.139 GiB

Total Usage by File System

Max totalSize
1.786 TiB
15.7 GiB

15.7 GiB

v

Max usedSize

501 GiB

2.793 MiB

0B

204 MiB

Max usedSize

501 GiB

72.0 KiB

0B

0B

2.793 MiB

Max usedSize

501 GiB

2.793 MiB

0B



ENTERPRISE360 - Synthetic Monitor

" 88 Synthetic Monitor - URL 1% <3

URL All v
Q hitp://172.22.48.9:3000/
- IP Address Status
o 172.22.48.9 uP
oo

https://192.168.1.153

@ IP Address Status
O 192.168.1.153 UP

hitps:/192.168.1.153:9200

IP Address Status

192.168.1.153 uP

https://192.168.30.13/junk

IP Address Staius

192.168.30.13 upP

.
Use Cases

HTTP Resp

200

HTTP Resp

0

HTTP Resp

200

HTTP Resp

404

htip:/172.22.48.9:3000/ - Performance Stats

15s
10s + g o {LA A el A...Mﬂwqmmww.
500 ms
PR \
Ous
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00

— App Connect Time — Name Lookup Time — Total Time - Network Connecttime Server Connect Time

hitps://192.168.1.153 - Performance Stats

100 ms
75ms
50 ms
2bms VoY, G -J "y L  NOORO  Y
Ops
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00

— App Connect Time — Name Lookup Time — Total Time — Network Connect time Server Connect Time

https:/192.168.1.153:9200 - Performance Stats

20s
15s
10s
5000ms A e ﬁq,_ﬁ NS N e Y B e
us 2 s d :
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00
— App Connect Time — Name Lookup Time — Total Time - Network Connect time Server Connect Time
https://192.168.30.13/junk - Performance Stats
60 ms
40 ms M
. /\N\-NM\/"WWV»-W T N
Ops
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00

— App Connect Time — Name Lookup Time — Total Time - Network Connecttime Server Connect Time

Setup a synthetic test to any web based HTTP/HTTPs url or a rest API

Get performance statistics on your applications generated from real simulated tests from different geo locations

i+ B & & @ Last24hours v Q
http://172.22.48.9:3000/ - Incidents
No data
16:00 20:00 00:00 04:00 08:00 12:00
hittps://192.168.1.153 - Incidents
16:00 20:00 00:00 04:00 08:00 12:00
— cert_ca_unknown
https:/192.168.1.153:9200 - Incidents
No data
16:00 20:00 00:00 04:00 08:00 12:00
https:/192.168.30.13/junk - Incidents -
2022-09-21 16:32:00
16:00 - 404: 1.0 0400 08:00 12:00
~ failed_to_connect_to_host:
s 1.0

Get status of the service, connection failures and latency metrics and setup alerts for services



ENTERPRISE360 - Vmware Exsi Monitor

" 82 Vmware ExSI Monitor vr <3
Host IP 192.168.1.251 ~
> Host Info Host Guest VMs
- Name Version Build Patch #CPU VM Name VM State + Guest OS State
] VMware ESXi 6.7.0 14320388 73 2 windows-vim-1 powered on Not Running
oo
fci2 powered on Not Running
@ VM Virtual Network Info
VM Name VM IP Status VM Network E Rt ROsNERERE O HiNNEnG
RHEL 192.168.1.227 uP VM Network0 D00 e ——————— Frh s )
HCH UbuntuVM 192.168.1.221 uUP VM Network0 gl Sl b PEeR e DIy RUNWEING
O Zabbix 192.168.1.225 uP VM Network0 oo:oc: RHEL PENSETES Qs Rumwsag
windows-vm-1 192.168.1.222 UP VM Network0 co:0c; 'NetSense SKANELEX! O MG
A0 powered on Not Running
SAP powered off Not Running
Host Load
25%
20% i -
N —~ N Y S =1 —\
e = [ N o
15% M - — -
10% ‘
5%
0%
09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00
— CPUload — Totalload
Host Storage Usage
745 GiB
559 GiB
373 GiB
a;l" 186 GiB
oB -
@ 09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00
— Real Memory — /vimfs/volumes/618ae9cf-8b7c8cadcfee-00219b9a4798 — /vmfs/volumes/d2f7397c-79bb92b0-320e-da4353ad4307

Use Cases

#CPUS

o3 - DL 6 hours < by
" VM Siates -
MemorySize Guest OS 5
8.096 GB E:tools n
4
2.048 GB E:tools n
8.024 GB Linux 5.4.
3
4.096 GB E: tools nv
6.096 GB Linux 5.4 2
8.048 GB Lintix 41! 2022-09-26 10:39:00 @
- powered on not running: 40 '
2.048 GB Linux 5.4 1 - powered on running: 4.0
- powered off not running: 1.0
8.192 GB E: tools n
0 - g
16.4GB E:tools n 10:00 11-00 12:00 13:00 14:00 15:00
— powered on not running — powered on running — powered off not running
Host CPU Usage
1.0%
0.8%
0.6%
0.4%
02%
0%
09:30 10:00 10:30 11:00 11:30 1200 12:30 13:00 1330 14:00 14:30 15:00
— busybox — dcbd — dcui — getty hostd hostdCagiServer imasShim32d nit ioFilterVPServer — net-cdp
Host Mem Usage
50 GB
40 GB
30GB
20GB
10GB
o kB

Get real time health and performance of each Esxi host in your IT environment
Get visibility into VMs, allotted resources for each VMs on every Esxi host, Get visibility into usage of VMs on each Esxi host
Get visibility into resource performance of each VM on the Esxi host



ENTERPRISE360 - Cisco Monitor

.:

A0 B + 0

o

88 Cisco-Monitor & <3

DevicelP 192.168.1.35 ~ Interface

Device IP SysName

192.168.1.35

IfName

Gil1/0/22

Gil1/0/21

Gi1/0/20

Gil1/0/2

Gil1/0/18

Device IP ifName
192.168.1.35 Fa0
192.168.1.35 Gil1/0/1
192.168.1.35 Gil1/0/10
192.168.1.35 Gi1/0/11
192.168.1.35 Gil/0/12
192.168.1.35 Gi1/0/13
192.168.1.35 Gil1/0/14

s . . e rs aw

25%
20%

15%

O R R e SRLILIIITRT,

5%

09/08 09/16 09/23

Max cpmCPUTotalSminRev

Use Cases

td-cisco-3750x.cisco3750.th...

All ~

System Info
Status os

Down

Interface Status

AdminStatus ¥+

N N N N N

OperatingStatus

2

N N N N

Cisco 10S Sofiware, C3750E Software (C3750E-UNIV ..

Last known status

2022-11-30 15:36:41

InDiscards

i_ifConnectorPresent i_ifType
true ethermmetCsmacd
true ethemetCsmacd
true ethemetCsmacd
true ethemetCsmacd
true ethemetCsmacd
true ethernetCsmacd
true ethernetCsmacd
Overall CPU Usage
10/01 10/08 10716 10/24

11/01

11/08

MTU

1500

1500

1500

1500

1500

OutDiscards

11/15

Switch#1, Fan#2

ifSpeed(Mbps) 1.00
10 075
10 0.50
10
0.25
10
0
10

{53 = () Last 90 days ~ =2
Power Supply Health Device Temperature
Status Source Status Description Description Status Current Value Thresho
| o AC upP Swl, PST Normal SW#1, Sensor#1, GREEN urP 31 °C 60 °C
Errors and Discards
09/08 09/16 09/23 10/01 10/08 10/16 10/24 11/07 11/08 115 11/23

Sum ifinErrors

Interface Statistics

— Sum ifOutErrors

— Sum ifinDiscards ~ Sum ifOwmDiscards

InErrors OutErrors InTraffic OutTraffic InUcastPkis OutUcastPkis InMcastPkts
0 o 8.486 GiB 39.6 GiB 59.8 Mil 59.9 Mil 12.4 mil
(3] 8] oB oB o ¢ 0
(3] (8] oB 0oB o 0 ¢
(3] (o] oB OB 0 o 0
(3] (o] oB oB 0 o 0
(8 (8] 18.7 GiB 163 GiB 65.7 mMil 175 mil 0
(8 (8] 223 GiB 104 GiB 1.988 Bil 933 Mil 115K

CPU Usage by Process in Time
300 ms
200 ms
100 ms
Ops — = — — = = =
09/08 09/16 09/23 10701 10/08 10/16 10/24 11/01 11/08 15 11/23
11/23 — X2 HAMM detect process — Licensing Auto Update Process — NIST mg proc Per-minute Jobs OBFL VOLT obfio Check heaps Prstvbl

OBFL MSG obfio

- Image License broker events pro*

Get real time health and performance of each Cisco Device in your IT environment
Get visibility into resource and network performance on each switch, router, firewall, access points etc
Get visibility into hardware issues on each cisco device

OutiMc

9.0¢

9.0°

hulc running config



ENTERPRISE360

Network Performance Monitoring(NPM)

Workflows



Traffic Monitoring

Yud ThoughtData
ENTERPRISE360

NPM Coverage

Get holistic view of entire network in a single network map visualization

Traffic Monitoring

Visualize network traffic per each Router/Switch link - Traffic throughput rate, utilization, pps

Traffic Monitoring

Detect and investigate network errors like In/Out retransmissions, In/Out errors, In/Out drops per each Router/Switch link

Traffic Monitoring

Detect and investigate TCP related problems like resets, timeouts, zero window etc

Traffic Monitoring

Host specific traffic monitoring providing information about all application transactions performed by the host and traffic monitoring
specific to the host

Traffic Monitoring

Detect and monitor non standard applications running in the network

Traffic Monitoring

Define sites and visualize all traffic and application monitoring per site

Traffic Monitoring

Trace each network connection at IP flow and application session level and investigate problems, Get packet level evidence

Traffic Monitoring

Monitor all VPN and MPLS traffic, detect and troubleshoot problems in VPN/MPLS connections

Application Monitoring

Visualize network traffic per each application - app specific Traffic throughput rate, utilization, pps per server/site

Application Monitoring

Detect and investigate application specific problems like HTTP, DNS, SMB, SMTP, SSL Errors etc on all common applications

Application Monitoring

Investigate application specific problems like HTTP URLs, DNS Queries, SSL transactions etc

Application Monitoring

Investigate application specific using monitors workflows designed specially for HTTP, DNS, SSL etc

Application Monitoring

Define a application service comprising of various servers and applications running on them for a collective visualization of the service

Application Monitoring

Application service level dashboard which can be customized for names of panels and metrics

Alerts and Reports

Alert on any metric on any dimension on any chart, Get Alerts on email, slack, teams etc, auto generate tickets using service now etc

Setup and generate adhoc and scheduled reports on any dashboard. Get CSV report with data to play around in excel format




ENTERPRISE360 - NPM Summary

¥4 88 NPM-SNMP % <

Press | F11 | to exit full screen

DeviceiP  All v Group  All v Filters -+

Devices Status(Real Time) Devices Down History Devices Status Trend

Down since +

+ O

Monitored Down Up

oo
oo

2022-11-30 14:54:54
2022-11-30 14:54:49

2 0 1 6 4 17222 48.13
11/25 11/27 11/29

@ 17222 483 2022-11-30 14:54:44
g — Down — Up
Devices with Interfaces Down Devices/Links with Discards
{§} Group Device IP 10
O Boston_Hosts 192.168.1.222 .
Boston_Hosts 192.168.1.251
6
Boston_Hosts 192.168.1.221
Boston_Hosts 192.168.1.225 4
VPN_Hosts 192.168.30.13 =
Boston_Eng Hosts 192.168.1.218
0
11/24 11/25 11/26 11/27 11/28 11/28 11/30
— 192.168.30.10
Devices/Links with > 20%Utilization Devices/Links with > 50Mbps Net I/0
100% 1.08/s
088B/s
80%
068/s
60% 048/s
02B/s
40%
0B/s
P 11/24 11/25 11/26 /27 11/28 11/29 11/30
: — enol 192.168.1.153 — enol 192.168.30.14 — eno2192.168.1.153 — eno2 192.168.30.14
— enpls0f0 192.168.1.218 — enp1s0fD 192.168.30.13 — enplsOf1 192.168.1.218 — enplsOf1 192.168.30.13
0%

— enp2s0f0 192.168.1.218 — enp2s0f0 192.168.30.13 — enp2s0f1 192.168.1.218 — enp2s0ft 192.168.30.13

ens160 192.168.1.221 ens160 192.168.1.225 ethernet_0 192.168.1.222 ethemet_1 192.168.1.222
— athamat 1 1072 162 AN 11 athamat 12102 16220 1N atharmat 12 107 168 2N 11

11/24 11/25 11/26 1/z7 11/28 11/29 11/30
— vpn_vpnl 192.168.1.218 — vpn_vpn1 192.168.30.13 — l0o192.168.1.153 — 10 192.168.30.14

Use Cases
Overall view of network health across all links across all devices in IT network

Devices with Issues

InDiscards InEsrors QutDiscards

20

& (= @ Last7days v Q &
Server Alerts(SNMP)
s o Memory Alert
ALERTING for 19 hours
Devices/Links with Errors
400
- | |
l
|

11/24 11/25 11/26 /27 11/28 11/29 11/30
— enp1s0f0 192.168.1.218 — enp1s0f0 192.168.30.13 — enp2s0f0 192.168.1.218 — enp2s0fD 192.168.30.13
— enp2s0f1 192.168.1.218 — enp2s0f1 192.168.30.13

Devices/Links with worst latency

800 ms
600 ms
= L1
200 ms - - =
Ops

11/24 11/25 11/26 127 11/28 11/29 11/30
— loopback_0192.168.30.11 — loopback 0 192.168.30.10 — loopback 0192.168.1.222 — lo192.168.30.14
— 101921681225 — 101921681221 — 101921681153 — l0192.168.30.13 — l0192.168.1.218
— vmnic4 1921681251 — SFP1192.168.1.251 — SFP2192168.1.251  docker0 192.168.1.218
docker0 192.168.1.221  docker0 192.168.1.225  docker0 192168.30.13 — enol 192.168.1.153

— ann1 107168 N T4 _ ana? 1021681 162 _ ann? 10216 N 1A annlofN 107 122 1 718

|dentify links with bandwidth issues, errors and discards, drilldown to investigate each link



ENTERPRISE360 - Dev

Yl

88 SNMP-InterfaceStats ¢ <3 =l
DevicelP 192.168.1.218 ~ Interface All v Full Name All ~
Q Interface Status Interface Operational Status
- ifiName AdminStatus OperatingStatus ConnStatus  ifSpeed(Mbps) [fType MTU 8
6
oo docker0 0 ethemetCsmacd 1500 a
oo
2
enp1s0f0 1000 ethernetCsmacd 1500 =
@ 09:30 10:00 1030 11:00 1130 12:00 12:30 13:00 13:30 14:00 1430 15:00
enp1s0f1 4295 ethernetCsmacd 1500
— #p — #Down — Flesting — Unknown — FDormmant #NotPresent — # . owerLayerDown
g enp2s0f0 1000 ethernetCsmacd 1500
Interface Admin Status
@ enp2s0f1 1000 ethemetCsmacd 1500
9
O lo 10 softwarelLoopback 65536 8
7
vpn_vpn1 10 ethernetCsmacd 1500 6
5
05:30 10:00 10:30 11:00 11:30 1200 12:30 13:00 1330 14:00 14:30 15:00
— #Jp — #Down — HTesting
Interface Connection Status
100
75
50
25
0
09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 1400 14:30 15:00
— #Connected — #Disconnected
Top Interface Discards Top Interface Errors
1 8
6
4
2 ‘
0 0 /\ /\
09:30 10:00 10:30 11:00 11:30 1200 1230 13:00 1330 14:00 14:30 15:00 09:30 10:00 10:30 11:00 11:30 1200 12:30 13:00 13:30 14:00 14:30 15:00
— dockerCHn — enplisOftHn — enplsOfi-in  — enp2s0f0-in enp2s0f1-in lo-n vpr_vpni-in docker0-Out enp1s0f0-Out — enp1s0f1-Out — enp2s0fiin — enplsDff-in — enp2s0f0in — docker0-in enp1s0fi-in lo-in vpn_vpni-in docker0-Out enp1s0f0-Out — enp1s0fi-Out

enp2s0f0-Out enp2s0f1-Out lo-Out vpn_vpn1-Out

Use Cases

ice Network Monitor

=

@) Last6hours «~

enp2s0f0-Out

enp2s0f1-Out lo-Out vpn_vpn1-Out

Monitor network performance of each router/switch etc per each port/interface
Interfaces UP/Down Status, traffic statistics, errors, discards



ENTERPRISE360 - Network Maps

’ 83 Connection Service Map ¢ <& it B @ < S | | R
Server IP All v Client IP All ~ App All ~ Client Site All ~ Filter 4 =Enterprise360
Q Connection Service Map -~
_|_
oo
oo
quests: 15
ors: 0
g- Resp-Time:- 0
quests: 4
ors: 0
g- Resp. Time: 0
@ 343 ms_t 8 kBequasts_"0n"y o 54 Requests, 8 Errors . 3 4 > -~ 1
0 .. o > . i - Raqug%;!k
Awn. Reso. Time: 13.8ms

Overall view of device health summary in IT network
Devices UP/Down Status. Devices running into CPU, Mem, Storage, Disk I/O, Network I/O issues

Device based resource usage alerts



ENTERPRISE360 - Unknown Apps Monitor

% 88 Unknown-Monitor & <3 &3 = @lLlastihour v Q 'O | v~

Server IP All ~ Client Site All ~ Server Port All ~ Client Port All ~ Filter + = Enterprise360

Top 10 Unknown Apps by #Connections Top 10 Unknown Apps by Traffic Volume

+ 0

#Connections Traffic Volume
\ — 10050 203K - 4500 720 MiB
88 | - 443 387K = 10050 114.2 MiB
— 2827 K — 84.4 MiB
@ — 3306 1.028K - 9093 40.5 MiB
— 9093 345 — 443 14.7 MiB
a — 1900 249 — 3306 198 KiB
— 9114 228 - 5171 192 KiB
S — 5171 197 — 6032 103.1KiB
— 161 62 — 1900 68.7 KiB
O — 547 59 — 9114 17.8KiB
Unknown Apps Total Connections over Time by Server Port Unknown Apps Total Traffic over Time by Server Port
20K 381 MiB
- 15K 286 MiB
£ $
g 10K % 191 MiB
5
£2 A
= =
o OB = IEENEEN EEEENEE - —_— F——] — ey
1415 1435 15:05 1&10 1415 1420 14:25 14:30 1435 14:55 15 1505 15:10
— 10050 — — 22 — 3306 9093 1900 9114 161 — 547 — 4500 — 10050 — 22 — 9093 — 9114
Top 10 Servers with Unknown Traffic Top 10 Client Sites initiating Unknown Traffic
Total Server Traffic Total Server Traffic
— 208.54.90.23 720 MiB - 192_168_All_Clients 1.142GiB
- 192.168.1.153 42 4 MiB = VPNClients 9.13 MiB
= 78.47.169.156 14.4MiB = SITE_INTERNET 320 KiB
— 192.168.1.54 1.926 MiB = SITE_LINKLOCALS& 118.9KiB
— 192.168.1.70 1.925 MiB ot 100.9 KiB
— 192.168.1.40 1.923 MiB ~ SITE_LOOPBACK 98.8 KiB
— 192.168.1.96 1.923 MiB — 172.22.48.0/24 0B
— 192,168.1.104 1.922 MiB - 0.0.0.0/24 0B
— 192.168.1.55 1.922 MiB
— 192.168.1.57 1.922 MiB

Use Cases
Get visibility into all unknown or non standard apps running in your IT network
Investigate non standard ports open, traffic volumes and servers running non standard apps




ENTERPRISE360 - DNS Monitor

%@ 22 DNS-Monitor ¢ & g

i @ Lastthour v &

7
4

ServeriP | All v ClientSite = All v Filter = = Enterprise InSights
Q Avg DNS RT #DNS Clients #DNS Servers #DNS Failures #DNS Connections DNS Server Traffic DNS Client Traffic DNS Alerts
+
o = AAID 10 M No alerts
g 04 s 4 1.809 K 3.051 K 1.103 MiB 1.19 MiB
Q DNS Error Code Distribution over time DNS Latency over time
200 3.0s
@ 25s
150 ﬁ
O 3 20s
5 |
B 100 15s i |
€ (|
3 |
0 1.0s ‘ . ' | ‘]
50 N I /\
S00 ms ' l Iy .II l| II |
™\ o & N ~ S8 \ ™
0 —— 0 ys = e SRS . S L RGPS\ PR L e G L S B A SRS = '»\_,-—_\,,_,M‘.(.-/f N e
1410 1415 14:20 1425 14:30 1435 14:40 14:45 14:50 14:55 15:00 15:05 1410 1415 14:20 14:25 14:30 1435 14:40 1445 14:50 14:55 1500 1505
NXDomain — ServFail Average responseTime - Max responseTime
Top Failing DNS Queries Top DNS Query types failing over time
6 200
5
150
@ 4
S g
3 S
g % 100
c
Qo 2 c
O c
1 &5 S 50
0
14:10 1415 14:20 1425 1430 1435 1440 1445 14:50 1455 15:00 15:05 0 e : — == S et
— platform-stream-0.0.1jar — wpadfiosrouterhome — platform-stream-0.0.1jarfiosTouterhome — testthread.fios-routerhome — 155.1.168.192in-addr.arpa 1410 1415 1420 14:25 14:30 1435 14:40 14:45 14:50 14:55 15:00 1505
156.1.168.192in-addrarpa — 157.1.168.192in-addr.arpa 158.1.168.192inaddrarpa — 159.1.168.192in-addrarpa — 160.1.168.192.in-addr.arpa PTR — A — AAAA

Use Cases
Detect and investigate all DNS related issues like errors, latency, query load etc
Get visibility to performance of each DNS server or relay, track each DNS transaction performance




ENTERPRISE360 - Web/HTTP Monitor

' 92 Web-Monitor v <8 & S

D) Q|| B
eeeeeee All lient Sit All iiter -+ =Enterprise360
Q HTTP Connections Server Errors Client Errors Rejected Connections Connection Resets #HTTP Servers #HTTP Clients #Connections proxied
+
BB 156 0, 0 144 39 74
oo
ZEEr———— - .
e Total TCP Timeouts Total HTTP Connections Total HTTP Server Traffic Total HTTP Client Traffic Alerts
< 12 334 .
O 1 Z MiB 4 KiB
HTTP Server and Client Errors over time HTTP Errors by Method over time
25 25
20 20
)’\ t,'\
B | f
= = f / \
S 1.5 ! / \
[ J 'I ‘
s s / ql J !
g e [ 1) [
0 I | Il
05
14:40 14:42 14:44 14:46 14:48 14:50 14:52 14:54 14:56 14:58 15:00 15:02 1504 15:06 15:08 14:40 14:42 14:44 14:46 14:48 14:50 14:52 1454 14:56 14:58 504
[CLIENT ERROR]Bad Request — POS
HTTP Client Vs Server Traffic HTTP EURT over time
O KiB Ki 800 ms
\ |
8 KiB fi
| \ 59 KiB 600 ms
l
6 KiB \ ’ l‘ \ =
' 39 KiB 5 400ms
4KiB f'\_" A )' . ? S ‘A’ 1Y SO / J' e 4 S :;:.J
DAY v SAAY, vv vvvvvvv MMMWTIE =~ om
{ \
} \
"lg.‘ 0B 0B Ops
14:40 144 5:00 15:02 15:04 15:06 15:08 u
(5) — Sum clientRequestBytes — Moving Average Sum clientRequesiBytes — Moving Average Sum serverResponseBytes — Sum serverResponseBytes — CRT Max: 1TO0ms Avgo2ms — SRT Max 116ms Avg 80 ms — NRT Max 133ms Avg:92ms — ART Max: 500 ms Avg: 210 ms

Use Cases

Detect and investigate all HTTP related issues like errors, latency, URL based performance load etc
Get visibility to performance of each web server or proxy. track each HTTP transaction performance




ENTERPRISE360 - SSL Monitor

94 88 SSL-Monitor ¥ < &| gl [@Lstzancws ~|[@ [ ]~
Server IP All ~ Client Site All ~ Filter -+ = Enterprise360
O‘ Avg Handshake RT Server Fatal Errors Client Fatal Errors Rejected Connections SSL Alerts
-+
No alerts
oo
2 392 ms 0 0
@ Al e U |
g Total TCP Timeouts #Resets Total SSL Connections Successful Connections #SSL Servers Total SSL Server Traffic #SSL Clients Total SSL Client Traffic
o 313 3‘28 6.886 « PAS 653.41 MiB 6 157.92 MiB
AL ol o o A | QT T R
vt ] Vil Y Wy adlmlall ) ol (: | S U PRUILE l Lt e e T S o
SSL Client Vs Server Errors over time SSL EURT over time
s 105s
4 Bms
§ 3 E Tms
g a
=]
§ 2‘ | | | I I I | \ I | | .-
It
1
Tups
0 Ops
16:00 18:00 10:00 14:00 16:00 18:00 14:00
— Chient Fatalunknown_ca — Server Waming-unexpected_termination — CRT Max:16ms Avg:3ms — SRT Max:91ms Avg:75ms — NRT Max: 133ms Avg: 104 ms — ART Max 676 ms Avg: 394 ms
SSL Client Vs Server Traffic TCP Connection States for SSL Sessions
SMiB 2 : - - 143 MiB
4 MiB | i . !
/| o9sMiB
£ 3mB 4 ¢ (S - L s AL ® g 60
i { ol 2 -
= ; . A
5 2wms : 3 £ 40
5 Tl =212
977 KiB — ; - -
= . < o
N : _
0B : 0B
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 12:00
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Detect and investigate all SSL related issues like errors, latency, auth, key, encryption algorithms performance
Get visibility to performance of each SSL server or proxy. track each SSL transaction performance
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Threat Detection

ThoughtData
ENTERPRISE360

CTM Coverage

Detect and investigate cyber threats in real time in the IT network

Threat Detection by
stage

Detect and investigate each stage of the threat like initial compromise, discovery, lateral movement, command and control, exfiltration

Initial Access Threats

Detect and investigate threats in this category Eg: spearfishing , spam emails etc

Credential Access
Threats

Detect and investigate threats in this category Eg: hijacking passwords, brute force etc

Discovery Threats

Detect and investigate threats in this category Eg: network, app, port discovery etc

Lateral Movement
Threats

Detect and investigate threats in this category Eg: windows shares, network shares etc

Command and Control
Threats

Detect and investigate threats in this category Eg: uncommon SSL connections, external to internal SSL connections etc

Exfiltration Threats

Detect and investigate threats in this category Eg: internal to external unusual data movements, periodic data movements, scheduled data
movements etc

Threat Knowledge Base

Know more details about the threat by a threat knowledgebase linked to each detected threat

Threat Investigation

Investigate threats in detail to understand the impact of threats, servers, hosts and apps on which threat is running and also source of
origination of the threat

Threat Evidence

Get evidence of the threats like sample network traffic trace or server logs to confidently take actions on the threats

DDOS threats

Detect and investigate DDoS threats like amplification, state exhaustion and application layer attacks and perform full investigation to
understand source and impact of the attack on applications and users

Reputation threats

Track every network connection inbound our outbound which is going to or coming from a known malicious source like bad reputation DNS
hosts, website URLS or Public server IPs and immediately flag the threat and also get details of associated threats with the source

Threat Intelligence
Integration

Integration with popular threat intelligence feeds and use the feed for threat detection in the IT network

Certificate Threats

Detect and investigate SSL certificates related threats like untrusted, self sighed and expired certificates on web servers in the IT network
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Real time visibility into cyber threats and attacks
MITRE ATT&CK Threats, DDoS Threats, Reputation Threats, Network anomalies
Drilldown into deep threat investigation to assess impact with evidence
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Use Cases
Investigate all cyber threats, threat impact, apps, nodes, servers involved
Drilldown further to get visibility into each threat investigate further to get evidence using network traffic
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Single solution for all your IT monitoring needs

See 1t Iin action ! Sign up for demo today !
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