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Unified Observability Platform T Use Cases Coverage

User Experience-

App Failures:-

Business
Services
Performance

Transaction Tracing,

External API,
Performance

Link Performance -

—— Threat Detection
—— Threat Investigation

. Threat Evidence

SIEM Integration

—— Server Performance

———e Devices Performance

| 2
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Network Issues Co R
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ENTERPRISE360
Unified IT Observability

Coverage

Network
Monitoring

Packet based Laye
2-7
Traffic Monitoring

Application
Monitoring

APM agent based
monitoring for Java,
NodeJS, Golang,
Python etc Apps

Infrastructure
Monitoring

Server Monitoring
using remote
SSH/WMI/SNMP or

Agent

Threat
Monitoring

MITRE ATT&CK
framework threat
detection &
Investigation

Cloud
Monitoring

Public cloud infra
monitoring
(AWS, Azure, GCP et

Integrations

ITSM Integration
(Servicenow, Jira etc

SNMP based
device monitoring

(Any device/MIB)

Database Monitoring
(ES, MySQL, Mongc
Maria DB etc)

Disk/Storage
Monitoring

DDoS threat
detection &
Investigation

Cloud DB Services
Monitoring(ES, MySQ
MongoDB etc)

SIEM Integrations

App-specific
monitors

(HTTP/s, DNS etc) Rest APl Monitoring

Real User
Monitoring(RUM)

Virtual Infra
Monitoring
(Vmware ESXI)

Reputation threats
using Stix/Taxii

Serverless Function
Monitoring(Beta)

Bl Tools
Integrations(Power Bl
Grafana etc)

Device specializec
NPM monitors
(Cisco, Vmware et

Docker Monitoring
SAP Monitoring
Thread Dump Analys

Synthetic Test
Monitoring
(Any HTTP/s URL)

Network Anomalies

AWS Cloud Watch,
Azure Monitor
GCP Monitor

Automation
Integrations

VPN Monitoring
Network Maps

Custom app specifig
log monitoring
JVM/IMX Monitoring

Network Devices
Monitoring
Routers/Switches et

Certificate Threats &
Network Risks

Cloud API
Monitoring

Alert/Report
Integrations(Email,
Teams, Slack etc)
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Business Service Health & Performance

Monitoring Dashboard
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2 SAP Dashboard # <&

Service Name All v

= SAP Health

+ 0O

oo
u]n]

#Transactions v percentage v

a s o

- SUCcess 118.0K 100.00%
Failures 0 0.00%
Failing URLs
1
No data
0
08:00 10:00 1Z00
Infra Health
#Down percentage
- DOWN 0 0.00%
- UP 2 100.00%

Use Cases

SAP Performance

#Transactions percentage
Bad 10 0.01%
Good 1180K 99.99%

URLs with bad performance

3s

2s

2s

1s

500 ms

Oms
08:00 10:00 12:00

— hitps//192.168.1.19:40000/sid/sid0100.svc/L

— https//192.168.1.19:40000/sld/sld0100.svc/<)

— hitps//192.168.1.19:40000/ssob1s/

Infra Issues

0

08:00 10:00 1200

— CPU-90% Above — Mem-20% Above
— Disk-90% Above

Press ‘ F11 \ to exit full screen

Z DB Health

#Transactions v percentage v

- Success 230K 99.85%
Failures 355 0.15%
Failing DB Queries
2
1
0
08:00 10:00 12:00
— SET SCHEMA "CGTZ_TEST"
Devices Down History
No data

i

DB Performance

#Transactions percentage

Bad 0 0.00%
. Good 230K 100.00%
DB Activity by User
5
4
3 |
2
1 44 A
o III ‘V e ———
08:00 10:00 12:00
— Rathumani-Add — Bnalugwa-Add
— Dmpande-Add — Gkiconco-Add
Jmartin-Add Rvelji-Add
DB Queries with bad performance
1ms
No data
Oms
08:00 10:00 12:00

ikl 2 &

= SAP SSL Health

#Transactions v percentage v
- Success 263 K 100.00%
- Failure 4 0.00%

SAP SSL Layer Latency over time

100 s 100 Mil
75s | 75 Mil
J‘ 1 ‘ ! 50 Mil
25 UM AL i il ) 25 Mil
”' ) AN n
Ops &EA@ A.\I ASINAAN A A o
08:00 10:00 12:00
— AVgNRT — Peak NRT — Avg SRT
— Peak SRT Peak CRT Peak CRT
Avg ART Peak ART #Connections

SAP SSL Layer Errors over time

08:00 10:00 12:00
— Server Fatal unexpected_termination

7) Last6 hours ~ 2

Impacted Users and Exceptions

Failures Latency lssues Exceptions
Alerts

Failing DB Queries alert

or 3 days

SAP Exceptions by Type

20
1 —7
0
5 :
1‘ | * | l'l
0! £l & T || WA 45 |\ RS A
08:00 10:00 12:00

— com.sap.businessone.odatadj.enhance.OData
— com.sap.db.jdbc.exceptions. JDBCDriverExcep'|
— java.lang.RuntimeException

SAP Exceptions by URL

30
v\ \__/\/‘. N N~

i A )

w_f\/\/\
oA K A

08:00 10:00 12:00

— hittps//192.168.1.19:40000/sid/sld0100.svc/SE
— hitps//192.168.1.19:40000/sld/sami2/idp/sso
— hitps//192.168.1.19:40000/ssob1s/sami2/sp/i

Real time and historical health and performance of your business critical service in one single dashboard

Get visibility into App, Database, Network, Infra Issues in one dashboard

Customize your dashboard according to your team neeggample illustration example for SAP business service
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Application Performance Monitoring(APM)

Workflows



APM

Yud ThoughtData

ENTERPRISE360
APM Coverage

Capability to have a custom dashboard to monitor health and performance of a entire business service with real timeivisibidialth
and performance of each application, dependent application, database and infrastructure associated with the application

2 APM Capability to visualize, track and investigate each application transaction per web URL with key performance indicatons |iksgency
Capability to visualize, track and investigate each application sub transactions per weallURtway upto middleware to dabase laye

3 APM with key performance indicators like errors and latency

4 APM Capability to monitor health and performance of applications built on Java, Node JS, Golang, Python etc based apphieatmnkdra

5 APM Capability to monitor health and performance web applications like tomcat, apache, nginx etc

6 APM Capability to monitor non standard applications running in the network

7 APM Capability to monitor application specific logs derived from application servers

8 APM Capability to monitor all external APl and dependent application calls and track their performance end to end

9 APM Capability to monitor JVM/JMX metrics to ascertain the performance, resource constraints and issues

10 |RUM Capability to monitor user experience of web based application using real user monitoring technology(RUM)

11  |API Monitoring Capability to monitor any rest API using http/https URL

12  |DB Monitoring Capability to monitor databases like SQL, MYSQL, MariaDB, MongoDB, Elasticsearch, HANA DB etc with detailed KPIs

13  [Thread Dump MonitoringCapability to monitor thread dump on application server with visibility into deadlock and other conditions per process

14  |Stack Trace Monitoring |Capability to remotely extract stack trace for application processes

SAP Monitoring

Capability to monitor SAP business application end to end with customized monitoring

Synthetic Tests

Capability to monitor Synthetic tests for any web based application with customizable HTTP/HTTPs URLSs

DB Monitoring

Capabillity to monitor each database query and query performance

Alert on any metric on any dimension on any chart, Get Alerts on email, slack, teams etc, auto generate tickets usimgweztace

Alerts and Reports

Setup and generate adhoc and scheduled reports on any dashboard. Get CSV report with data to play around in excel format
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fal

g + O

a & o e

8 SAP Health & Performance ¢ <3

Service Name

URI

L AP
" -
HOWHIN

Hmpuusgs

All v

[sld/samli2/idp/sso

HostName | All v
SAP Health
Ay
| )
i
#Transactions v percentage v
151K 99.96%
6 0.04%
SAP Top Users
™
“a .’
#Transactions percentage
827 15.69%
610 11.57%
600 11.38%
597 11.32%
user

Vi

Server IP

All v User All ~ Filter +
Users with failures
K
2
1
0
16:00 00:00 08:00
— Jahabwe — Masiimwe — Pmani
Users facing bad performance
800 ms
600 ms
400 ms
200 ms
Ooms
00 N
Wit - Jetng
‘man
Result #Spans #DB-Add

Success 21 1

#DB-Del

Press | F11

to exit full screen

DB Activity by User
20 3
15
2
10
1
5
0 A l ' 0
16:00 00:00 08:00
— #Rows Added #Rows Deleted — #Rows Updated
Transactions with bad performance
800 ms 200
600 ms 150
400 ms 100
200 ms 50
Oms 0

16:00

— GET unknown route — SSOServiet#doPost

1+

Failing transactions ~

i

00:00 08:00

APM Transactions with Response Time

#DB-Upd

Avg Latency ¥

/sap/sbo/cockpit/api/dashboard/detail/-25 fr=s success 0 0 0 0

/sap/sbo/cockpit/api/dashboard/detail/-10 AR Wt success 0 0 0 0

/sap/sbo/cockpit/api/kpi/detail/-43 Nl e success 0 0 0 0

Use Cases

D
D
D

O
O

C

Per URL transaction tracing

own to see sub transactions and their individual performance
own to see all database queries and their performance
ownto see all external API transactions and their performance

~

[ (@ Last24hours ~ @& o

Exception Type and Causes

No data
0 i i !
16:00 00:00 08:00
Users performing DB Deletes
#Transactions percentag:
- AN - 9 15.52¢%
- i 9 15.52¢%
- T 9 15.529
- O 6 10.34%
Type DNS Name Framew
request 192.168.1.19 Serviet.
request 192.168.1.19 Servlet.

sermom-DEsi00.0y RROtODIFEctor

16:00 00:00 08:00
— GET unknown route
GET unknown route
Transa
RIS
AT
‘l
|
[ L
16:00 00:00 08:00
— ugsrv
Transaction Hostnam
2.57 SSOServiet#doPost ugsrv
GET unknown route ugsrv
2 GET unknow
49524 ms
43871 ms  GET unknown route uasrv

{sapisbo/cockpi/api/kpi/detail-44 0 0 0 o
S

request

192.168.1.19

Servlet.
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88 APM Span ¢ <3

Transaction ID  e4fcc769bebe909a v

ENTERPRISE360 N App Transaction Tracing

11/30/2022, 15:05:5...
11/30/2022, 15:05:5..
11/30/2022, 15:0535...
11/30/2022, 15:05:5..
11/30/2022, 15:05:5...
11/30/2022, 15:05:5...
11/30/2022, 15:0535...
11/30/2022, 15:05:5...
11/30/2022, 15:05:5...

11/30/2022, 15:05:5..

& = @ 2022-11-30 09:28:16 10 2022-11-3015:28:16 v > Q & v
ServiceName @ All v Filters <+
Call Flow ~

4599d9e98b31e020

Started at: 2022-11-30 15:05:50

Ended at: 2022-11-30 15:05:50 =

0.00722412109375 seconds

SELECT FROM UserStore
I 0.001 s'econds 0.003 sleconds 0.005 sreconds 0.007 s'econds 0.009 s'econds 0.011 s'econds 0.013 s]econds 0.015 s'econds 0.017 sleconds 0.019 sleconds 0.021 sleconds 0.023 s‘econds 0.025 sreconds 0.027 sleconds 0.029 s:econds 0.031 s;et
APM Spans with Response Time
ts Transaction Name Avg Transaction Duration ¥ Transaction Type 1D Destination service Parent 1D Result Transaction Action transaction.

SELECT FROM UserStore | 722ms db 4599d9e98b31e020 edfcc769bebe909a success query edfcc769be
INSERT INTO SAML2IDPCONFIG | 1.29ms db afc9eb239633255¢ edfcc769bebe909a success query edfcc769be
INSERT INTO SAML2IDPSESSION | 088ms db 5d0a9da7544673f8 edfcc769bebe909a success query edfcc769be
SELECT FROM DUMMY | 084ms db 52fd388ea2eS5ealb edfcc769bebe909a success query edfcc769be
SELECT FROM DUMMY | 0.80ms db 2cce8fdbed77d3e8 edfcc769bebe909a success query edfcc769be
UPDATE SAML2IDPSESSION | 0.77ms db 4a2fc8a%eed127ac edfcc769bebe909a success query edfcc769be
SELECT FROM DUMMY | 0.76ms db 63e760f0d4c6e3d1 edfcc769bebe909a success query edfcc769be
SELECT FROM DUMMY | 0.65ms db 4a87350ffb94e05d edfcc769bebe909a success query edfcc769be
UPDATE SAML2IDPCONFIG | 0.65ms db fO4ebb6c1a4a8817 edfcc769bebe909%a success query edfcc769be
SELECT FROM DUMMY | 0.63ms db aa09b1486c4b196e edfcc769bebe909a success query edfcc769be
SELECT FROM DUMMY | 0.59ms db d9a2a81ele7fa2e8 edfcc769bebe909a success query e4fcc769be

11/30/2022, 15:0535...

Use Cases

Trace and investigate each app transaction, get visibility into sub transactions and call flow diagram

Getvisibilityinto all databaseo

ueries, middleware transactions and also external API calls
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' 92 APM Error &% <& {8 = @lLastthour v Q & «~
Service  All v Agent  All v TransactionID | Allv HostName @ All v
Q #APM Errors Error by Service Error by Agent Error by Exception Type Error by Request Type Errors over time per Service
- 10.0 1.0 20
75
oo
oo

5.0 h g5 No data =
2 T Vo 0 b
4 8 8 WH we wm sm S0 8 g At

@
o . e 7 g'::zxmsz:ﬁﬁx::gz:::mm 0 1430 1440 1450 1500 1510 1520
— Cargen_Sap_Bootstrap - v 488 A Iann p"'nﬁm;nmnﬁm' 1430 1440 1450 1500 1510 1520 — Cargen_Sap_Bootstrap

@ APM Errors -

O Exception Type Service Process context.request. method.keyword context.response.status_code exception.message.keyword #lransactions
java.lang.RuntimeException java POST 0 The password is expired. Please change your... 126
com.sap.security.sami2 lib.common.SAML2.. java POST 0 Failed to extract SOAP envelope from the me... 6
com.sap.db.jdbc.exceptions.JDBCDriverExce.. java POST 0 SAP DBTech JDBC: [362] (at 11): invalid sche... 118
com.sap.businessone.odata4j.enhance.ODat.. java POST 0 null 179

Use Cases
Detect and investigate each exception on your application
Get visibility to stack trace and also threat dump analysis
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88 Java Performance Dashboard <% <=8

HostMame mv-grafana-dev-2 ~ Service All ~

JVM Memory Heap Memory Stats - System

572 MiB

477 MIB
381 MIB
286 MIB

191 MIiB

95 MIB

oB
14:30 14:40 14:50 15:00 1510 15:20

Max samples_ jvm.memory heap committed.value — Max samples jvm.memory heap. max value

— Max samples_jym.memory_heap used.value

JVM Thread Count Stats - System

109.5
109.0  EE—
/ Y
I \
Fi N
108.5 . \
Fi AY

ri
108.0 i \\—
107.5

14:30 14:40 14:50 15:00 1510 1520

Max samples.jvm.thread.count.value
JVM Memory Heap Pool Stats -Eden Space
1.08
058
OB
0.5B

-1.0B
14:30 14:40 14:50 15:00 1510 15220

Average samples_ jvim.memory. heap. pool.committed value
— Axverage samples. jvm.memory.heap. pool.max.value
— Average samples jvim.memory.heap. pool used value

Use Cases

JVM Memory Non Heap Memory Stals - System

1971 MiB

143 MIB

95 MiB
48 MiB
oB

14:30 14:40 14:50 15:00 1510 15220

Max samples_jvm.memory.non_heap.committed.value
— Max samples_ jym.memory.non_heap.max.value — Max samples jvym.memory.non_heap. used.value

JVM CPU Usage Stals - System

5.00%

0%
14:30 14:40 14:50 15:00 1510 15:20

Average samples. system cpu total.norm.pct value
— Average samples.system.process.cpu.total.norm.pct.value

JVM Memory Heap Pool Stats - Survivor Space
1.0B
05B
0B
-0.5B

-1.0B
14:30 14:40 14:50 15:00 1510 15:20

Average samples_ jvim.memory.heap. pool.committed value
— Average samples. jvm.memory. heap.pool.max.value
— Average samples_ jym.memory. heap. pool.used value

Get visibility performance of JVM/IJMX on your Java processes
Investigateperformancebottlenecksin JVMwhichcanimpactyour app performance

() Last 1 hour ~ =

&
il

(1 N g =

JVM GC Alloc Stats - System

186 GIB

140 GiB

93 GiB

47 GiB

oB
14:30 14:40 14:50 15:00 1510

Max samples_ jvm.gc.alloc value

JVM Memory Usage Stals - System

9.3 GiB

F0GEB ——— : 1 —

4.7 GiB

23 GiB

oB
14:30 14:40 14:50 15:00 1510

Max samples.systemn.memory.actual free.value — Max samples.system.memory.iotal.value

— Max samples_system_process. memory.size value
Max samples.system. process.cgroup.memory.mem.usage.bytes value

JVM Memory Heap Pool Stats - 0ld Gen
1.0B
05B
0B
-0.5B

-1.0B
14:30 14:40 14:50 15:00 1510

Average samples_ jvim.memory. heap. pool.committed value
— Axverage samples. jvm.memory. heap.pool.max.value
— Average samples jvm.memaory. heap. pool.used value

15220

15:20

15220
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Infrastructure Performance Monitoring(IPM)

Workflows



Infrastructure Monitoring

Yud ThoughtData

ENTERPRISE360

|PM Coverage

Holisticview of entire IT infrastructure in one single dashboard with status of devices and devices running into infrastructu
problems along with alerts

Infrastructure Monitoring

Monitor all criticalservers/devicesn the network remotely without needing to install any software agents on the servers or d

Infrastructure Monitoring

Monitor all critical servers and devices using agents where remote monitoring is not feasible or available

Infrastructure Monitoring

All credentials used for monitoring infrastructuaee TLS encrypteahd stored in thesolution¢ no risk of breach

Infrastructure Monitoring

Choosébetween SSH/WMI/SNMP for remote infrastructure monitoring depending on type of server

ServerHealth Monitor

Auto detect server configurations like server name, OS, vendor, #CPU, total memory and disk space configured on the se

Server Health Monitor

Visualizaesources usage on each server like CPU utilization per cpu, memory usage, free memory, swap memory, netwo
I/O, network latency per interface

Server Health Monitor

Visualizeper process resources usage on each server like CPU utilization per cpu, memory usage, free memory, swap me
network 1/O, disk 1/0, network latency per process

Server Health Monitor

Monitor disk usage by file system, partition and also per mount points

Vmware ESXlonitor

Monitor overall resources of Vmware EXSI host like cpu, memory, disk 1/0O, network I/O

VVmware ESXlonitor

Monitor resources of Vmware EXSI host like cpu, memory, disk 1/0, network I/O per process on the EXSI host

VVmware ESXlonitor

Monitor data stores configured and used in the Vmware EXSI host

Device specific infra monitoring

Monitor device specific common resources like power supply, fan, voltage etc

Device specific infra monitoring

Monitor device specific infrastructure resources usage using vendors specific MIBS over SNMP

Cisco Monitor

Monitor health of all Cisco devices like router, switches, firewalls, access points etc. Get visibidpuinteemory, disk 1/O,
network /O on each device and also device specific hardware health

Alerts and Reports

Alert on any metric on any dimension on any chart, Get Alerts on email, slack, teams etc, auto generate tickets usimgwser
Setup and generate adhoc and scheduled reports on any dashboard. Get CSV report with data to play around in excel for

Customizable Monitors

For any device which supports SNMP
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88 Infrastructure Health - Summary v <«

Group Allv
Q Devices Status(Real Time) Devices Down History Devices Status Trend
- Device IP Down since ¥ 8
6 .r
oo Monitored Down Up 102.168.30.11 2022-11-29 12:56:21 4
oo 2
23 8 2 3 2 1 5 172.22.48.36 2022-11-29 01:20:00 0 i \
@ 11/29 00:00 11/29 08:00 11/29 16:00
172.22.48.33 2022-11-29 01:19:55
e Down — Up
& CPU Utilization(>90%) Devices with >90% CPU Util & Memory Utilization(>95%)
{6‘:} 3 6
O - s
1 2
0 ‘ 0
11/29 11/29 11/29
#Devi((:)gsw 08:00 16:00
Disk 10 Performance(>50%) Devices with >50% Disk 1/0 Network Bandwidth(>50M)
30 1
20 { {
10 | i
11/29 11/29 1/29
.00:00 08:00 16:00
#Devices

Overall view of device health summary in IT network

Instrumentation

SSH SNMP
Devices with >95% Mem Util
11/29 11/29 11/29
#Deviggéoo 08:00 16:00
Devices with >50M Net B/W
11/29 11/29 11/29
_00:00 08:00 16:00
#Devices

&

Server Alerts(IS)

€9 CPU Load Alert-IS

G 1O 19 minuies

¢y Storage Alert

Storage Utilization(>95%)

Network Latency(>500ms)

=

® now-24htonow+10m v Q@ O

o - N W

Server Alerts(SNMP)
¢4 Memory Alert
Devices with >95% Stor Util
11/29 11/29 11/29
#Devi((:)gsw 08:00 16:00
Devices with >500ms Net RT
11/29 11/29 11/29
.00:00 08:00 16:00
#Devices

Devices UP/Down Status. Devices running into CPU, Mem, Storage, Disk I/O, Network 1/O issues

Device based resource usage alerts
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Use Cases
Monitor each server health in detall
Resource usag€PU, rmmory,storage, diskd/O, network /O, process level performance & storage monitor




